
Fake Social Profiles – Detection & Safety Checklist
Protect yourself from scams, impersonation, and misinformation online.

1. Verify profile picture – reverse image search to check if stolen from elsewhere.

2. Check profile creation date – very new accounts can be suspicious.

3. Look for inconsistent details – mismatched names, locations, or work history.

4. Review friend/follower list – many fake accounts follow random strangers.

5. Examine posting history – low activity or only reposts may indicate a fake profile.

6. Avoid clicking suspicious links shared by unknown profiles.

7. Use privacy settings to control who can message or friend you.

8. Report and block suspicious accounts to the platform immediately.

9. Be cautious of profiles asking for money or personal information.

10. Educate friends and family about fake profile red flags.
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