
Deepfake Impersonation Scams – Safety Checklist
Deepfake technology is being increasingly used by cybercriminals to impersonate trusted
voices and faces. This checklist will help you identify, respond to, and protect yourself from
these scams.

■ Recognizing Deepfake Scams
• Unusual requests from friends, family, or colleagues that involve urgency or secrecy.
• Audio or video that feels slightly unnatural – lip sync mismatches, unnatural pauses, or

odd tone.
• Requests for money, cryptocurrency, or sensitive information through calls or video

chats.

■ How to Protect Yourself
• Verify identity using a secondary trusted channel (e.g., call back on a known number).
• Ask a personal question only the real person would know.
• Enable multi-factor authentication on all important accounts.
• Educate family and colleagues about deepfake risks.

■ What To Do If You Suspect a Deepfake Scam
• Do not engage further or send any money.
• Report the incident to your local cybercrime authority.
• Inform the impersonated person immediately.
• Document evidence – save recordings, screenshots, and messages.


